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0. 10/KEHHE \L

OB OBECHEYEHNHA FE30TACHOCTH TEPCOHA. ThHBIX

IIPH HX OBPABOTKE B MHHOOPMAIIHOHHBIX CUCTEMAX IIE
OBPA3OBATEJILHOT'O YYPEKIEHUS

1. Hacrosmee [lomoxenne ycrarasmisaer Tpebosanus k obecrnedennio 6e30MacHOCTH
IEPCOHATLHBIX JIAHHBIX NpH HX 00paboTke B HEGOPMAITHOHHEIX CHCTEMAX IIEPCOHANLHEBIX
JaHHBIX B 00pazoBaTenbHOM yupexzieHuu. [lonokenue paspafoTaHO B COOTBETCTBHH C
TpeGopaHusMH (helepabHOTO 3aKOHOIATENECTRA O 3AIUTE MEPCOHANBHBIX JAHHBIX.

2. OcHOBHBIE TEPMHHEBL, HCIIONB3YeMble B HacTosmeM [Tonoxennn:

1) nepconansnele anHbe — M06as HEQOPMALAS, OTHOCAIIAACS K ONPEIeNEHHOMY WK
OMpEeNeIIEMOMY Ha OCHOBAHWE Takod wHpopManuu QuandeckoMy juny (cyOBexTy
HNEePCOHATHHBIX [aHHALIX), B TOM YMC/IE ero (aMuind, UMs, OTYECTBO, NOJ, Mecdll, JaTa H
MECTO POXK/ICHMS, anpec, ceMeHHoe, COMAIbHOE, HMYINECTBEHHOE I0JIOKeHue, 00pazoBanue,
npocgieccHs, 10XObL, Apyras HE(GOpMAIIHs;

2) ofpaboTka TepCOHANBHBIX IaHHBIX — AEHCTBHA (ONEpamuH) ¢ TEPCOHANEHAEIMH
NaHHBIMH, BKIIOYas COOp, CHCTEMATH3aUWIO, HAKOMJCHHE, XpPaHCHHE, YIOYHEHHE
(obHOBnEHME, M3MEHEHHE), HCIONB30BAHUE, DPACIPOCTPAHEHHE (B TOM WMCNIE TIEpenady),
ofesnnuuBaHKe, OJI0KHPOBAHUE, YHHITOKEHUE TIEPCOHATBHBIX JAHHBIX,

3) pacnpocTpaHeHHE NEPCOHANBHBIX NAHHBIX — [CHCTBHS, HAIPABJEHHbLIE HA TIEPEAATY
TIEpCOHAIIBHBIX JAHHBIX ONpeJIeNICHHOMY KPYTy JIHI (Iepeaada NepcoOHaTbHbIX JAHHEIX) WIH
Ha O3HAKOMJ/ICHHE C NEPCOHAILHEIMH JIAHHEIMA HEOTPAHHYEHHOIO Kpyra JIMIl, B TOM YHCIE
obHapo/0BaRKe NEPCOHANBHEIX JaHHBIX B CPEACTBAX MAcCOBOM WHMOPMAIMH, Pa3MEIICHHE B
HHQOPMALHOHHO-TENEKOMMYHIKAIIMOHHBIX ~ CETAX WM LPEIOCTABIEHHE JOCTYyNa K
NIEPCOHANBHBIM JAHHBIM KaKHM-THO0 HHEIM CIIOCO60M;

4) mCnoNB30BAHME NEPCOHANBHBIX JaHHBIX — JAeHCTBHS (ONEpanuu) ¢ NepCOHANBHBIMH
NaHHBIMH, COBEpLIAEMBIE B LIEISIX NPHHATHS PEINCHUH WIA COBCPHICHHS MHBIX ACHCTBHIA,
OOPOXIAIOMMX FOPHANIECKHE MOCIEACTBHS B OTHOLICHHH CyOBEKTa NIEPCOHANBHEIX JAHHBIX
W JpyruX Jidg aubo HEBIM o6pa3zoM 3aTparuBalommX npasa B cBoOOIBI CyOBexTa
NePCOHANBHBIX JAHHBIX WK JPYTHX JIUI;

5) OnokupoBaHHME DNEPCOHANLHBIX JaHHBIX — BPEMEHHOEC NpeKpanierue coopa,
CHCTEMATH3ALMH, HAKOILICHH, ACIONb30BAHMS, PaCIPOCTPAHEHHS IEPCOHANIBPHBIX JAHHEBIX, B
TOM 9HCIIe UX TIepeaadn;

6) YHHYTOXKEHHE TIEPCOHANRHBIX JAHHBIX - [ICHCTBHA, B pe3yibrare KOTOPhIX
HCBO3MOXKHO BOCCTAHOBHTH COACP)KAHME MNEPCOHANHHBIX MNaHHEIX B HWHGOPMAMOHHOM!
CHCTEME IEPCOHANLHBIX JIAHHRIX MM B PE3yIbTaTe KOTOPHIX YHWYTOKAKTCH MATEPHABHEIE
HOCHTEJIH IIEPCOHAILHBIX JaHHbIX;

7) uHbOpMANHOHHAA CHCTEMA NCPCOHAIBHEIX JAHHBIX — MHQOPMALMOHHAS CHCTEMA,
npecTap/somas coboii COBOKYIIHOCTE MEPCOHANBHBIX NAHHBIX, COIEp:Kammxcs B 0aze
JAaHHBIX, & TaKKe MHOOPMAIMOHHBIX TEXHOJOIWA M TEXHMYECKHX CPEACTB, MO3BOJISIONIAX
OCYINECTB/ATE 00paboTKy TakMX MepCOHATHHBIX JAHHBIX C MCHOONB3OBAHHEM CPEICTB
aBTOMATH3AIIMH KM 5€3 HCIONIB30BaHMA TAKUX CpelcTB (Hajiee - HHGOPMAHOHHAS CHCTEMA)

8) TeXHHYECKHWE CpPEICTBa, [O3BOJIIONIHE OCYINECTBIATE 00paloTKy NEPCOHANBHBIX
JaHHBIX — CpeACTBA BEMHMCIUTENHHOM TEXHWKH, HHDOPMAIIHOHHO-BRMHUCIATETEHBIE
KOMIUIEKCHL M CETH, CPEACTBA M CHCTEMBI Ilepeadd, npueMa H o6paboTKH nepcoHANLHBIX
JaHHBX (CpeicTBA M CHCTEMBI 3BYKO3ANMCH, 3BYKOYCHJICHHS, 3BYKOBOCHPOH3BEACHUA,
[IEPErOBOPHBIE M TENEBH3HOHHLIE YCTPOMCTBA, CPENCTBA HM3rOTOBIEHUA, THPAXKHPOBAHUS
JIOKyMEHTOB ¥ ApyTHE TEXHMYECKHE cpeacrsa o0paboTku pedeBou, rpadHuecKoi, BUAEO- H
OykBeHHO-IA(PORONH WHPOPMAIMK), MPOTPaMMHEBIC CPEACTBA (OIEPALHOHHBIE CHCTEMBIL




CHUCTEMBI yIpaBlieHus Oa3aMu JaHHBIX W T.I.), CPEACTBA 3allUThl WH(OpMAaIuu,
npUMeHsieMble B UH(OPMAIIMOHHBIX CUCTEMAX.

3. be3omacHOCTh MEpPCOHANBHBIX JAaHHBIX JOCTUTAeTCsl IyTEM  HCKIIOUYEHHS
HECaHKIMOHMPOBAHHOI'O, B TOM YMCJIE CIIYy4allHOIrOo, JOCTyNa K IEPCOHAIbHBIM JaHHbIM,
pe3yiabTaTOM KOTOPOI'O MOXKET CTaTb YHHUYTOXKEHUE, HW3MEHEHHe, OJOKHpOBaHUE,
KOIIMPOBAaHUE,  pACHOpOCTPAaHEHHWE  MEPCOHANBHBIX  JaHHBIX, a  TaKXKE  HHBIX
HECAaHKI[MOHUPOBAHHBIX JICHCTBUII.

besonacHOCTh TEpCOHANBHBIX MJAHHBIX MpPH UX 00paboTke B HH(POPMAITMOHHBIX
cucreMax o0OecreyuBaeTcs C IIOMOILIBIO CHCTEMbl 3alUThl IE€PCOHAIBHBIX JIAHHBIX,
BKJIIOYAIOLIEH OpraHM3alMOHHBIE MEphl U CpeJCTBa 3allUThl MH(OpManuu (B TOM 4HUCIE
mudpoBaIbHbIE (xpunTorpadudeckue) CpEJCTBA, CpeacTBa IIPEIOTBPALLICHUS
HECAaHKIIMOHMPOBAHHOTO JIOCTYNa, YTEYKH HHGPOpMALMHM [0 TEXHUYECKUM KaHajlaM,
IPOTPAMMHO-TEXHUYECKUX  BO3JCHCTBMH  HAa  TEXHHYECKHE  CpeAcTBa  00pabOTKH
INEpCOHANbHBIX JAHHBIX), a TAaKKe UCIONb3yeMble B HH(POPMALMOHHOM cucteme
MH(OPMALIMOHHBIE TEXHOJOrMH. TeXHHYeckue U MpOrpaMMHBIE CPEACTBA  JIOJKHBI
YJIOBJIETBOPSTh YCTAHABIMBAEMBIM B COOTBETCTBUM C 3aKOHOJATENbCTBOM Poccuiickoi
®eneparnun TpeOOBaHUAM, 00ECTICUNBAIOIINM 3aITUTY HH()OPMAITHH.

Jns  obecnieueHust O€30MACHOCTH MNEPCOHANbHBIX JAHHBIX INpU HUX OOpaboTke B
MHPOPMALIMOHHBIX  CHUCTEMaxX OCYIIECTBISIETCS  3alluTa pedeBod uHGpOpMAIMH U
uHpopmanuy, oOpabaThiBaeMON TEXHUYECKUMH CpEJICTBAMM, a Takxke HHGpOopMaIuH,
NPECTaBICHHON B BHJIE WH(OPMATHBHBIX 3JEKTPUUYECKUX CHTHAIIOB, (PU3UYECKUX MOJIEH,
HOcHUTEJIeH Ha OyMa)KHOW, MarHUTHOM, MAarHUTHO-ONITUYECKOM U MHOM OCHOBE.

4. PaboTsl o o0ecrieueHnIo 0€30MacHOCTH EPCOHANBHBIX JTaHHBIX MPH X 00paboTKe B
MH(POPMALIMOHHBIX CHCTEMax SBISIFOTCA HEOThEMJIEMOM YacTbio paboT MO CO3JaHHUIO
MH(OPMALIMOHHBIX CUCTEM.

5. WHpopmanMoHHbIE CUCTEMBl KJIACCUQUIUPYIOTCA B 3aBUCUMOCTH OT 0ObeMa
0o0pabaTbIBa€MbIX UMM IE€PCOHAIBHBIX JIAHHBIX M YIpo3 O€30MaCHOCTH >KU3HEHHO Ba)KHBIM
UHTEpecaM JINYHOCTH, OOIECTBA U TOCYAapCTBA.

[Topsanox mpoBeneHust KiaccupUKaUd HHMOPMALMOHHBIX CHUCTEM YCTAHABIUBAETCS
coBMecTHO DenepanbHON ClIyk00i 1O TEXHHYECKOMY U SKCIOPTHOMY KOHTPOJIIO,
®enepanbHOll  cimyx)0Ooi  Oe3omacHocTu  Poccuiickoit  ®enepauuu M MUHHCTEPCTBOM
MH(POPMALIMOHHBIX TexHONorui u cBa3u Poccuiickoit ®enepauuu (IIpukasz denepanbHoOM
CIy’)KObl 1O TEXHMYECKOMY M OHKCIOPTHOMY KOHTposito NeS5, ®denepalibHON CiaykObI
6e3omacHoctn  Poccuiickoit  @eneparmun Ne86 u  MunucrepctBa  MH(GOPMAIIMOHHBIX
TexHojoruil u cBsazu Poccuiickoir @enepaunu Ne20 ot 13.02.2008 r. "OO6 yTBepkIeHUU
Hopsi/iKa MPOBEACHUS KIacCU(PHUKAIIMY HHPOPMALIMOHHBIX CUCTEM MEPCOHABHBIX JaHHBIX").

6. O6MeH nepcoHabHBIMU JIaHHBIMU TPU UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX
OCYILECTBIISICTCS. IO KaHaJlaM CBSA3M, 3aIllUTa KOTOPBIX OOECeurBaeTcsl IMyTeM pealu3aluu
COOTBETCTBYIOIIMX OPraHU3al[MOHHBIX Mep W (WIM) MyTeM MPUMEHEHUS TEXHUYECKUX
CPEJICTB.

7. Pa3Menienne MHGOPMAIMOHHBIX CHCTEM, CIIeMajIbHOE OOOpyIOBaHHE U OXpaHa
MOMEIIEHUH, B KOTOPBIX BeJeTcs paboTa ¢ MepCOHANBHBIMU TaHHBIMH, OpraHU3alys pexxuMa
oOecrieueHuss 0€30MacCHOCTH B ATHX IOMEIICHUAX OJKHBI OOecrednBaTh COXPAHHOCTh
HOCHUTeNel MepCOHANBHBIX JTAaHHBIX M CPEACTB 3aIIUTHl MHPOpPMALUU, a TaK>Ke HCKI0YaTh
BO3MO>XHOCTh HEKOHTPOJIMPYEMOI'0 MPOHUKHOBEHMSI WJIM MPEOBIBAHUS B 3TUX MOMEIIEHUAX
MIOCTOPOHHUX JIMII.

8. OOpazoBarenpHOE YUPESXKICHHE 00s13aHO 00eCTIeYMBaTh 0€30MaCHOCTh MEPCOHATBHBIX
JTAHHBIX TpU UX 00paboTKe B MH()OPMAIIMOHHON cHcTEMe

9. Ilpu 06paboTKe MEPCOHATBHBIX JAaHHBIX B MH()OPMAITMOHHONW CUCTEME JIOJKHO OBITh
obecriedeHo:

a) IIpOBE/IEHUE MEpPONPUATHH, HaIlpaBJIEHHBIX Ha IIPEJOTBpAILCHHUE
HECaHKIMOHMPOBAHHOIO JIOCTyIA K MEPCOHAIBHBIM JaHHBIM U (WIN) NIepelauy X JIMLAM, He
MMEIOILUM IIpaBa 0CTyIa K TaKOW HHpOpMaLuy;



0) cBoeBpeMeHHOE OOHapykeHne (aKTOB HECAaHKIIMOHUPOBAHHOTO JOCTyMa K
MEPCOHAIBHBIM JIaHHBIM;

B) HEJOIYILEHHWE BO3JEHCTBUS HAa TEXHMYECKHE CPEICTBa aBTOMATHU3UPOBAHHOMN
00pabOTKM TMEPCOHATBHBIX [JAaHHBIX, B PE3YJIbTAaTe KOTOPOTO MOXKET OBITh HApPYHIEHO HX
(GyHKIIMOHUPOBAHUE;

I) BO3MOXXHOCTb HE3aMEUIUTEIILHOTO BOCCTAaHOBJCHUS IEPCOHAIBHBIX JaHHBIX,
MOJIU(DUIIMPOBAHHBIX HJIM YHUUYTOKEHHBIX BCJIEJACTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIa K
HUM;

1) TIOCTOSTHHBIA KOHTPOJIb 3a 0OECIEYeHHEM YpPOBHS 3alIUIIEHHOCTH IMEPCOHATbHBIX
JAHHBIX.

10. Meponpusitus no obecrnedeHu0 0e30MacHOCTH MEPCOHATBHBIX IaHHBIX NPU HX
00paboTke B MH(POPMAITMOHHBIX CHCTEMax BKIIFOYAIOT B CeOsI:

a) OompeJeNieHne yrpo3 0e30MmacHOCTH TEePCOHAIBHBIX IaHHBIX MPU HX 00paboTke,
dbopMupOBaHUE HA UX OCHOBE MOJICIIH YTPO3;

0) pa3paboOTKy Ha OCHOBE MOJICIHM yIpO3 CHUCTEMBI 3aIIUTHI MEPCOHAIBHBIX IAHHBIX,
oOecrieunBaroliel HEHTPATU3aLUIO MPEANONIAraeMbIX YIPO3 C HCIOJIB30BAHUEM METOJOB H
CHOCO0OOB 3aIIUTHI TEPCOHAIBHBIX IaHHBIX, NPEAYCMOTPEHHBIX Ui COOTBETCTBYIOIEIO
KJ1acca UH(POPMALIMOHHBIX CHCTEM;

B) TPOBEPKY TOTOBHOCTH CpEACTB 3allUThl HH()OpPMAIMK K WCIIOJB30BAaHUIO C
COCTaBIICHUEM 3aKJIIOYCHHUI 0 BO3MOKHOCTU UX JKCILTyaTalluu;

') YCTAaHOBKY M BBOJI B 9KCIUTYaTallMIO CPEJCTB 3aIIUTHI HH(POPMAIIUU B COOTBETCTBUH C
9KCILTyaTallMOHHON M TEXHUYECKON JOKYMEHTAIIHEIH;

1) OOy4eHHE JUI, MCIONB3YIOINUX CPEICTBA 3alIUTHl WHPOPMAIUHU, TPUMEHSIEMBIC B
MH(OPMALIMOHHBIX CUCTEMAaX, IPaBUiIaM pabOThI C HUMU;

€) YydYeT NPUMEHSIEMBIX CpPEICTB 3allUThl HWH(POPMALWHU, OSKCIUIyaTAlMOHHON W
TEXHUUYECKOM TOKYMEHTAllUU K HUM, HOCUTEJIeH IepCOHANIbHBIX JaHHbIX;

) Y4eT JIHII, TOMYIIEHHBIX K paboTe ¢ MepcoHATbHBIMU JAHHBIMHA B HH(POPMAIIMOHHOM
CHCTEME;

3) KOHTPOJIb 32 COOJIOICHUEM YCIIOBUI MCIIOIB30BaHUS CPEACTB 3aIUTHl HHPOPMAIINH,
MPElyCMOTPEHHBIX SKCILTYyaTAIlMOHHON M TEXHHUYECKOMN TOKyMEHTalueH;

1) pa3OupaTebCTBO U COCTABJICHHUE 3aKIIOUEHUN MO (akTaM HECOOIOJICHUS YCIOBUMN
XpaHEHUsT HOCHUTeNed TMEepPCOHANbHBIX JAHHBIX, HCIONb30BAHMUS  CPEACTB  3alUTHI
uHPOpMAlMK, KOTOpPhIE MOTYT TIPUBECTH K HapyIICHUI0 KOH(HIECHIHATHHOCTH
MEPCOHANBHBIX JaHHBIX WU JAPYTUM HAPYIICHUSM, MPUBOISAIIUM K CHUXEHHIO YPOBHS
3alUIIEHHOCTH TIEPCOHATBHBIX JAHHBIX, Pa3paOd0TKy W MPUHATHE Mep 10 MPEAOTBPALICHUIO
BO3MOJXKHBIX OMACHBIX MOCIEACTBHUI MOAOOHBIX HAPYIIICHUII;

K) OIMCaHHUE CHCTEMBI 3allIUTHI IEPCOHATBHBIX JAHHBIX.

11. JIns pa3paboTKu M OCYLIECTBICHUS MEPONPUATHI 10 00ecreyeHn o Oe30MacCHOCTH
NEPCOHAIBHBIX JIaHHBIX MPU UX 00paboTke B HH(OPMALMOHHOW cHUCTEME Ha3Hayaercs
JMOJKHOCTHOE  NUI0  (paOOTHHK), OTBETCTBEHHBIH 3a obOecreyeHne 0e30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX.

12. Jluma, mocTym KOTOPBIX K TEPCOHAJIbHBIM JaHHBIM, 00pabaTbIBaEMBIM B
MH(OPMALIMOHHON CHCTeMEe, HEOOXOAUM [l BBIMIOJIHEHUS CIIY)KEOHBIX (TPYIIOBBIX)
00s13aHHOCTEH, JOMYCKalOTCS K COOTBETCTBYIOUIMM MEPCOHAIBHBIM JIaHHBIM HAa OCHOBaHUU
CIHCKA, YTBEP)KACHHOTO PYKOBOIUTENIEM 00Pa30BaTEIBHOTO YUPEKICHHUS.

13. 3anpocs! noib3oBareneil HHPOPMALMOHHOM CUCTEMBI HA MOJTyYeHHE MEPCOHATBHBIX
JAHHBIX, BKIIOYAs JIUI, YKa3aHHBIX B IMyHKTe 12 Hacrosimero [lomoxenus, a Takxke (akThl
MPEIOCTaBIEHUsI TEPCOHANBHBIX JAHHBIX 10 OTHUM  3alpocaM  PETUCTPHUPYIOTCS
ABTOMATH3UPOBAHHBIMH CPEJCTBAMH MH(OPMAIMOHHOW CHUCTEMBI B DIIEKTPOHHOM >KypHalle
oOpamienuii. ConepkaHue 3JIEKTPOHHOIO XKypHaia oOpalleH!i MepruoaUYecKH MpOoBepseTCs
JIOJDKHOCTHBIM  JIMIIOM  (paOOTHHUKOM), OTBETCTBEHHBIM 3a oOecreueHne O0e30MmacHOCTH
MEPCOHAIBHBIX JaHHBIX.

14. Tlpu oOHapyXEHUW HAPYIICHUH TOPSIKA MPEIOCTABICHHUS MEPCOHAIBHBIX JaHHBIX
0o0pa3oBaTeNbHOE YUpEXKJIECHHE HE3aMEUIMTEIbHO IPHOCTAHABIMBAET IPEJIOCTABICHHUE



MIePCOHAIIBHBIX JIAHHBIX TOJIb30BATEISIM MH()OPMAITMOHHOW CHCTEMBI JI0 BBISBJICHUS MPUYUH
HapYILIEHUN U YCTPAHEHUSI 3TUX PUYHH.

15. Peanuzanus TpeOoBaHMiA 110 0OecTeueHnI0 6€30MacHOCTH HHPOPMAIIUU B CPEICTBAX
3amuThl UHOOPMAILIUY BO3JIAraeTCs Ha UX Pa3padOTIHKOB.

16. K cpencrBam 3ammThl HHGOpPMAIUU, MpeIHA3HAYCHHBIM I oOecreueHus
0€30IIaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMALMOHHBIX CHUCTEMAX,
MpUJIaraloTCcsl MpaBujia MOJIb30BaHUS ATUMH CpEICTBaMu, corjiacoBaHHblie ¢ denepanbHOM
CIy)k00l 1O TEXHUYECKOMY M OKCIOPTHOMY KOHTponro u DenepanbHoi cinyx00i
6e3onacHocTH Poccuiickoit denepanuu B mpeaenax ux MOJTHOMOYHM.

N3meHeHnne ycaoBUi MPUMEHEHHS CPEACTB 3allUuThl MHGOPMAIUH, MTPEAYCMOTPEHHBIX

YKa3aHHBIMH  TPaBWUJIAMH, COIJIACOBBIBACTCA C OTUMU  (QeACpATbHBIMU  OpraHaMu
WCIIOJTHUTEJIbHOM BJIACTH B MpeJiesiax uX MOJHOMOYHUM.
17. CpencrBa 3ammuThl WH(MOpMAILIUK, TpeJHA3HAYCHHBIE JJIsi oOecredueHuss 0e30macHOCTH
MIEPCOHAIIBHBIX JIAHHBIX MPU UX 00pabOoTKe B MHGOPMAIIMOHHBIX CUCTEMaX, MOJICKAT YUETY C
WCIIOJIb30BAHUEM HMHJCKCOB WJIM YCIOBHBIX HAaWMMEHOBAHMM M PETHCTPAIMOHHBIX HOMEPOB.
[lepeueHb MHIEKCOB, YCIOBHBIX HAMMEHOBAHUI U PETHUCTPALIMOHHBIX HOMEPOB OINpPEAEIISIETCS
OdenepalibHON  CITY’)K00M TIO TEXHHYECKOMY M OIKCIIOPTHOMY KOHTpOio u DenepalibHON
ciyx00i1 6e3onacHocTu Poccuiickoii @enepaliiu B peaenax ux MOJTHOMOUUM.



